The Millennium Alliance — Executive Roundtable
May 13t at Noon

"The Unstoppable Convergence: Integrating Cybersecurity with Business Continuity Planning"

Moderated by:
Dave Chatterjee, Ph.D.

Author: Cybersecurity Readiness: The Holistic and High-Performance Approach

Host, The Cybersecurity Readiness Podcast (https://www.dchatte.com/podcast/)

https://www.dchatte.com

https://www.linkedin.com/in/dchatte/



https://www.amazon.com/Cybersecurity-Readiness-Holistic-High-Performance-Approach/dp/1071837338
https://www.dchatte.com/podcast/
https://www.dchatte.com/
https://www.linkedin.com/in/dchatte/

Agenda and Discussion Plan

1. Welcome and Opening Remarks (5 min)

= Introduction of topic and objectives

=  Why this convergence is timely and essential

2. Business Continuity and Cybersecurity — Separate but Intertwined (10 min)

= Definitions and scope of BCP and cybersecurity
= Historical silos and their consequences

= (Case examples where lack of integration amplified disruption

3. Lessons from Recent Attacks (15 min)
= (ase studies: Change Healthcare (2024), Concentra (2024), others as relevant
* Breakdown of what failed—technical and operational gaps

= Insights on coordination failures between cybersecurity and BCP teams

4. The Convergence Imperative: Why Integration Can’t Wait (15 min)

= Cyber threats as a top disruption vector for business operations
= Regulatory and compliance drivers (e.g., SEC, HIPAA, GDPR)

= Stakeholder expectations: Customers, partners, insurers, boards

5. Best Practices (15 min)

=  Embedding cybersecurity into BCP teams (and vice versa)
= Role of CISOs, CROs, and BCP leaders in the new governance model

= Technology enablers: automation, cyber resilience tools, secure cloud architectures

6. Key Takeaways and Closing Thoughts (15 min)



Recommendations and Best Practices

Sources

1. Cybersecurity Readiness Podcast (www.cybersecurityreadinesspodcast.com) -- Excerpts from Dr.

Dave Chatterjee’s conversations with CEOs, CISOs, and other subject matter experts.

2. Research and practitioner articles.

I. The CPD Framework: A Strategic Lens for Integration

The Commitment-Preparedness-Discipline (CPD) framework provides a structured approach for

embedding cybersecurity into business continuity planning. It recognizes that technological
readiness alone is insufficient; organizations must cultivate an enduring mindset of security,

readiness, and executional rigor.

1. Commitment involves executive sponsorship, cross-functional alignment, and strategic

investment in cybersecurity as a business enabler—not merely a compliance checkbox.

2. Preparedness reflects the organization’s capability to anticipate, prevent, and respond to

threats through simulation, planning, and risk-based prioritization.

3. Discipline refers to the consistent execution of policies, incident response protocols, and

post-incident reviews with a culture of accountability and continuous improvement.

Il. Case Study: Change Healthcare (2024) — A Crisis of National Significance

In February 2024, Change Healthcare, a critical node in the U.S. healthcare payment
infrastructure, was hit by a ransomware attack attributed to the ALPHV/BlackCat group. The
attack disrupted claims processing, electronic prescriptions, and billing services across

thousands of hospitals, clinics, and pharmacies.

From a business continuity standpoint, the attack was catastrophic. The outage lasted for

weeks, costing parent company UnitedHealth Group over $872 million in direct remediation and

customer support, not to mention reputational damage. More critically, providers were forced

to revert to manual systems, delaying patient care and jeopardizing outcomes.


http://www.cybersecurityreadinesspodcast.com/

Lessons Learned Through CPD:

e Commitment: The crisis revealed the need for deeper board-level awareness of

interdependencies between third-party vendors and core clinical operations.

e Preparedness: Change Healthcare’s response exposed gaps in continuity planning.
Contingencies for digital payments and e-prescriptions were insufficiently tested or non-

existent.

o Discipline: Incident response protocols struggled under the scale of disruption. While
communication with the public improved over time, initial responses were reactive and

lacked transparency.

lll. Case Study: Concentra (2024) — The Silent Saboteur

In a quieter but equally troubling breach, Concentra, a national occupational health provider,
experienced a cyberattack in late 2023 (disclosed in early 2024) that exposed sensitive patient
data. While operational disruptions were more contained than Change Healthcare’s, the

incident underscored the latent risk in digital health ecosystems.

Unlike more visible ransomware attacks, this breach involved unauthorized access and
exfiltration of protected health information (PHI), raising long-term concerns about identity

theft, regulatory fines, and loss of patient trust.

Lessons Learned Through CPD:

e Commitment: Concentra’s leadership responded proactively, but the breach revealed

limitations in vendor oversight and systemic data governance.

e Preparedness: Forensic investigation and breach containment occurred swiftly,
suggesting reasonable preparedness; however, earlier detection could have reduced

impact.



o Discipline: Post-incident actions included enhanced encryption, access controls, and

third-party audits—reflecting a culture of learning and process tightening.

IV. Strategic Imperatives for Convergence

As these cases illustrate, cyber resilience is not merely about technical defense; it is about
sustaining business operations under duress. The integration of cybersecurity with BCP requires:

1. Unified Governance

Create a joint task force across cybersecurity, risk management, and operations to develop
integrated response playbooks. This cross-functional model ensures alignment between threat
response and business continuity objectives.

2. Scenario-Based Planning

Move beyond generic disaster recovery plans to include cyber-specific incident simulations.
These should test responses to ransomware, supply chain attacks, and data breaches—
accounting for both technical and operational impacts.

3. Third-Party Risk Management

Given the high dependency on vendors and digital partners, organizations must treat third-party
cyber risk as an extension of their own continuity posture. This includes contractual
requirements for incident response coordination and regular joint testing.

4. Cultural Integration

Foster a security-aware culture where BCP and cybersecurity teams collaborate routinely—not
justin crisis. Shared KPIs, cross-training, and executive dashboards can help reinforce this
alignment.

V. Looking Ahead: From Resilience to Competitive Advantage

Organizations that embrace the convergence of cybersecurity and business continuity will be
better positioned to absorb shocks, recover faster, and maintain stakeholder trust. In sectors like
healthcare and finance—where lives and livelihoods are at stake—resilience is not just risk
mitigation; it is a source of strategic differentiation.

The CPD framework offers a pragmatic pathway forward. It compels leadership to treat
cybersecurity not as a technical silo but as an integral component of enterprise continuity and
value creation.



