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Agenda and Discussion Plan 
 

 
1. Welcome and Opening Remarks (5 min) 

§ Introduc8on of topic and objec8ves 

§ Why this convergence is 8mely and essen8al 

 

2. Business Con;nuity and Cybersecurity – Separate but Intertwined (10 min) 

§ Defini8ons and scope of BCP and cybersecurity 

§ Historical silos and their consequences 

§ Case examples where lack of integra8on amplified disrup8on 

 

3. Lessons from Recent ACacks (15 min) 

§ Case studies: Change Healthcare (2024), Concentra (2024), others as relevant 

§ Breakdown of what failed—technical and operational gaps 

§ Insights on coordination failures between cybersecurity and BCP teams 

 

4. The Convergence Imperative: Why Integration Can’t Wait (15 min) 
 

§ Cyber threats as a top disruption vector for business operations 

§ Regulatory and compliance drivers (e.g., SEC, HIPAA, GDPR) 

§ Stakeholder expectations: Customers, partners, insurers, boards 

 

5. Best Prac;ces (15 min) 

§ Embedding cybersecurity into BCP teams (and vice versa) 

§ Role of CISOs, CROs, and BCP leaders in the new governance model 

§ Technology enablers: automa8on, cyber resilience tools, secure cloud architectures 

 

6. Key Takeaways and Closing Thoughts (15 min) 
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Recommenda2ons and Best Prac2ces 
 

Sources 

1. Cybersecurity Readiness Podcast (www.cybersecurityreadinesspodcast.com) -- Excerpts from Dr. 
Dave Cha@erjee’s conversaCons with CEOs, CISOs, and other subject ma@er experts. 

2. Research and pracCConer arCcles. 

 
I. The CPD Framework: A Strategic Lens for Integra;on 
 
The Commitment-Preparedness-Discipline (CPD) framework provides a structured approach for 

embedding cybersecurity into business con8nuity planning. It recognizes that technological 

readiness alone is insufficient; organiza8ons must cul8vate an enduring mindset of security, 

readiness, and execu8onal rigor. 

1. Commitment involves execu8ve sponsorship, cross-func8onal alignment, and strategic 

investment in cybersecurity as a business enabler—not merely a compliance checkbox. 

2. Preparedness reflects the organiza8on’s capability to an8cipate, prevent, and respond to 

threats through simula8on, planning, and risk-based priori8za8on. 

3. Discipline refers to the consistent execu8on of policies, incident response protocols, and 

post-incident reviews with a culture of accountability and con8nuous improvement. 

 
II. Case Study: Change Healthcare (2024) — A Crisis of Na;onal Significance 
 
In February 2024, Change Healthcare, a cri8cal node in the U.S. healthcare payment 

infrastructure, was hit by a ransomware a$ack a$ributed to the ALPHV/BlackCat group. The 

a$ack disrupted claims processing, electronic prescrip8ons, and billing services across 

thousands of hospitals, clinics, and pharmacies. 

From a business con8nuity standpoint, the a$ack was catastrophic. The outage lasted for 

weeks, cos8ng parent company UnitedHealth Group over $872 million in direct remedia8on and 

customer support, not to men8on reputa8onal damage. More cri8cally, providers were forced 

to revert to manual systems, delaying pa8ent care and jeopardizing outcomes. 

  

http://www.cybersecurityreadinesspodcast.com/
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Lessons Learned Through CPD: 

• Commitment: The crisis revealed the need for deeper board-level awareness of 

interdependencies between third-party vendors and core clinical opera8ons. 

• Preparedness: Change Healthcare’s response exposed gaps in con8nuity planning. 

Con8ngencies for digital payments and e-prescrip8ons were insufficiently tested or non-

existent. 

• Discipline: Incident response protocols struggled under the scale of disrup8on. While 

communica8on with the public improved over 8me, ini8al responses were reac8ve and 

lacked transparency. 

 
 
III. Case Study: Concentra (2024) — The Silent Saboteur 

 
In a quieter but equally troubling breach, Concentra, a na8onal occupa8onal health provider, 

experienced a cybera$ack in late 2023 (disclosed in early 2024) that exposed sensi8ve pa8ent 

data. While opera8onal disrup8ons were more contained than Change Healthcare’s, the 

incident underscored the latent risk in digital health ecosystems. 

Unlike more visible ransomware a$acks, this breach involved unauthorized access and 

exfiltra8on of protected health informa8on (PHI), raising long-term concerns about iden8ty 

thef, regulatory fines, and loss of pa8ent trust. 

 

Lessons Learned Through CPD: 

• Commitment: Concentra’s leadership responded proac8vely, but the breach revealed 

limita8ons in vendor oversight and systemic data governance. 

• Preparedness: Forensic inves8ga8on and breach containment occurred swifly, 

sugges8ng reasonable preparedness; however, earlier detec8on could have reduced 

impact. 
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• Discipline: Post-incident ac8ons included enhanced encryp8on, access controls, and 

third-party audits—reflec8ng a culture of learning and process 8ghtening. 

 
IV. Strategic Impera;ves for Convergence 

 
As these cases illustrate, cyber resilience is not merely about technical defense; it is about 
sustaining business opera8ons under duress. The integra8on of cybersecurity with BCP requires: 
 
1. Unified Governance 
Create a joint task force across cybersecurity, risk management, and opera8ons to develop 
integrated response playbooks. This cross-func8onal model ensures alignment between threat 
response and business con8nuity objec8ves. 
 
2. Scenario-Based Planning 
Move beyond generic disaster recovery plans to include cyber-specific incident simula8ons. 
These should test responses to ransomware, supply chain a$acks, and data breaches—
accoun8ng for both technical and opera8onal impacts. 
 
3. Third-Party Risk Management 
 
Given the high dependency on vendors and digital partners, organiza8ons must treat third-party 
cyber risk as an extension of their own con8nuity posture. This includes contractual 
requirements for incident response coordina8on and regular joint tes8ng. 
 
4. Cultural Integra;on 
 
Foster a security-aware culture where BCP and cybersecurity teams collaborate rou8nely—not 
just in crisis. Shared KPIs, cross-training, and execu8ve dashboards can help reinforce this 
alignment. 
 
 
V. Looking Ahead: From Resilience to Compe;;ve Advantage 

 
Organiza8ons that embrace the convergence of cybersecurity and business con8nuity will be 
be$er posi8oned to absorb shocks, recover faster, and maintain stakeholder trust. In sectors like 
healthcare and finance—where lives and livelihoods are at stake—resilience is not just risk 
mi8ga8on; it is a source of strategic differen8a8on. 
 
The CPD framework offers a pragma8c pathway forward. It compels leadership to treat 
cybersecurity not as a technical silo but as an integral component of enterprise con8nuity and 
value crea8on. 
 


