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Disclaimer

Fair Use Notice and Disclaimer

This presentation deck may contain copyrighted material the use of which has not been specifically authorized by the
copyright owner. The fair use doctrine allows the presenter limited use of copyrighted material without requiring
permission from the rights holders, such as commentary, criticism, news reporting, research, teaching or scholarship. It
provides for the legal, non-licensed citation or incorporation of copyrighted material in another author’s work under a
limited balancing test. The material shall be used to enhance public understanding of cybersecurity preparedness, as
such, the presenter believes this constitutes a fair use of any such copyrighted material as provided for in section 107 of
the US Copyright Law. In accordance with Title 17 U.S.C. Section 107, this presentation is distributed without profit to
those who have expressed a prior interest in receiving the included information for research and educational purposes. If
you wish to use potentially copyrighted material from this presentation for purposes of your own that go beyond fair use,
you must obtain permission from the copyright owner.

Errors and Omissions Disclaimer

The information contained in this presentation is for general guidance only. The author/presenter assumes no
responsibility or liability for any errors or omissions in the content of this presentation. The information contained in this
presentation is provided on an "as is" basis with no guarantees of completeness, accuracy, usefulness, or timeliness.
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REACTIVENESS, APRIL 8, 2024

Adjunct Associate Professor, Pratt School of Engineering, Duke University
*  Master of Engineering in Cybersecurity
*  Executive Cybersecurity Certificate Program

Author, Cybersecurity Readiness: A Holistic and High-Performance Approach, SAGE
Publishing

Host and Producer, Cybersecurity Readiness Podcast Series

Published in top academic and practitioner journals
*  Wall Street Journal; MIT Sloan Management Review; MIS Quarterly; Business
Horizons; California Management Review

Served on a cybersecurity SWAT team

Featured on Forbes, Chicago Tribune, USA Today, Yahoo!Finance, Business Insider,
Morning Star, GlobeNewswire, and others.

Strategic Advisor

Speaker and Moderator


https://www.usatoday.com/story/special/contributor-content/2024/04/08/dave-chatterjee-drops-the-cybersecurity-jargon-encouraging-proactiveness-rather-than-reactiveness/73247201007/
https://www.amazon.com/Cybersecurity-Readiness-Holistic-High-Performance-Approach/dp/1071837338
https://www.cybersecurityreadinesspodcast.com/
https://forbesswitzerland.com/dr-dave-chatterjee-on-a-proactive-behavioral-approach-to-cyber-readiness/
https://www.dchatte.com/wp-content/uploads/2025/02/Meet-Dr.-Dave-Chatterjee-the-mind-behind-the-Commitment-Preparedness-Discipline-method-for-cybersecurity-–-Chicago-Tribune-1.pdf
https://www.usatoday.com/story/special/contributor-content/2024/04/08/dave-chatterjee-drops-the-cybersecurity-jargon-encouraging-proactiveness-rather-than-reactiveness/73247201007/
https://finance.yahoo.com/news/dr-dave-chatterjee-hosts-global-195700523.html
https://markets.businessinsider.com/news/stocks/cybersecurity-readiness-podcast-by-dr-dave-chatterjee-reaches-10-000-downloads-globally-1034116472

The State of the Cybersecurity
Workforce




The Gap

The gap between
the active workforce
and the “perceived”

unmet need for
additional
cybersecurity
professionals grew

19% to 4.8 million

jobs globally
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Cybersecurity Workforce Stats

Demand

Total workforce
needed to satisfy
demand jumped 8%
to 10.2 million
people last year

Annual :
UI"IfI"ed. U.S. Cyber
Growth Cybersecurity
Jobs
Jobs

The workforce has
growing slightly by
about 0.1%

An estimated nearly
1.3 million people
work in U.S.
cybersecurity jobs
this year, but that’s
down 3% from
almost 1.34 million
professionals in
2023
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Over 3.4 million
unfilled cybersecurity
jobs globally in 202


https://www.amazon.com/Cybersecurity-Readiness-Holistic-High-Performance-Approach/dp/1071837338

Inaccurate Perception of Skill Requirements

Why is there a
skill shortage?

Overworked Employees

High Employee Turnover
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Hiring Strategies
& Approaches

GAMIFICATION
& HACKATHONS
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HackerRank
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Gamifications and Hackathons

Companies like Google, Facebook, and IBM have successfully used capture-
the-flag (CTF) type competitions to identify top cybersecurity talent.

Skill-Based Assessments

Exemplar organizations engage candidates in cybersecurity related problem-
solving exercises

Online Talent Platforms

Exemplar organizations engage with talent platforms such as HackerRank and
TryHackMe to identify talent.

Internships

Mentor and develop talent aligned with organizational needs.
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https://www.sciencedirect.com/science/article/abs/pii/S0007681324001538
https://www.sciencedirect.com/science/article/abs/pii/S0007681324001538
https://www.sciencedirect.com/science/article/abs/pii/S0007681324001538
https://cmr.berkeley.edu/2024/07/getting-cybersecurity-right/
https://cmr.berkeley.edu/2024/07/getting-cybersecurity-right/
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https://www.amazon.com/Cybersecurity-Readiness-Holistic-High-Performance-Approach/dp/1071837338
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https://www.tandfonline.com/doi/full/10.1080/10919392.2019.1568713
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https://www.amazon.nl/CYBERSECURITY-READINESS-Holistic-High-Performance-Approach/dp/1071837338
https://www.amazon.com/Cybersecurity-Readiness-Holistic-High-Performance-Approach/dp/1071837338
https://www.amazon.com/Cybersecurity-Readiness-Holistic-High-Performance-Approach/dp/1071837338
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The Cybersecurity
Readiness
Podcast Series

https:www.cybersecurityreadinesspodcast.com

Welcome to the Cybersecurity Readiness Podcast Site
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Llevating Your
Offensive Security Progrom

Elevating Your Offensive Security Program

Dr. Dave Chatterjee hosts a discussion on elevating your
offensive program with Mark Carney, CEO @ Evolve Security, and
Yarcn Levi, Chief Information Security Officer (CISO) at Dolby
Labs. They emphasize the importance of a proactive, continuous

approach to cybersecurity, ...

-+ Listen to the Episode
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Using Blockchain Technology to Make Messaging Apps More
Secure and Pr...

Dr. Dave Chatterjee and Kee jefferys, Technical Ce-Founder of
Session, discuss the use of blockchain technology in enhancing
the security and privacy of messaging apps, specifically Session.
Session, which has over a million monthly active users, uses a

decentralized network ...

-+ Listen to the Episode
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THE CYBERSECURITY

PODCAST

WITHDR.DAVE CHATTERJEE

Book Podcast

Cybersecurity Readiness: A Holistic and High- The Cybersecurity Readiness Podcast
Performance Approach '

Website Email

https://www.dchatte.com/ dchatte@gmail.com
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