
 

Copyright © 2025 
 The Cybersecurity Readiness Podcast Series by Dave Chatterjee, Ph.D. All Rights Reserved. 
 

1 

The Cybersecurity Readiness Podcast Series 
 

Episode Title From Botnets to AI: Defending Against the Future of DDoS Warfare 

Podcast Series The Cybersecurity Readiness Podcast Series 

https://www.cybersecurityreadinesspodcast.com/ 

Host and 

Producer 

Dave Chatterjee, Ph.D. 

https://dchatte.com 

Guest Richard Hummel, Director of Threat Intelligence, NETSCOUT 

Summary Pitch In this episode of the Cybersecurity Readiness Podcast, Dr. Dave 

Chatterjee sits down with Richard Hummel, Director of Threat 

Intelligence at NETSCOUT, to unpack the fast-evolving Distributed 

Denial of Service (DDoS) threat landscape. Richard shares unique 

insights from NETSCOUT’s latest global threat intelligence report, 

discussing the strategic weaponization of DDoS attacks in geopolitical 

conflict, the role of AI in modern attack infrastructure, and why 

proactive preparation—not prevention—is key. Together, they explore 

how leaders must adopt a “resilience by design” mindset to secure their 

digital frontlines. 

Action Items and 
Discussion 
Highlights 

1. Embrace Cybersecurity as a Strategic Opportunity 

• View security as a business enabler and resilience as a 

competitive edge. 

• Adopt Dr. Chatterjee’s CPD Framework: Commitment, 

Preparedness, and Discipline. 

2. Understand the New Nature of DDoS Threats 

• DDoS attacks are now politically motivated and AI-enabled. 

https://www.cybersecurityreadinesspodcast.com/
https://dchatte.com/
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• They no longer target just tech companies but can impact any 

sector or geography. 

3. Organizational Preparation Recommendations 

• Prepare: Assume you'll be targeted—prepare incident response 

strategies accordingly. 

• Educate: Train staff regularly; prevent accidental insider threats. 

• Test: Conduct red teaming and simulate real-world scenarios to 

test resilience. 

4. Use AI Defensively 

• Understand and harness AI to analyze and respond to attacks 

faster than adversaries. 

• Don’t fear ML/AI—embrace and upskill to maintain parity with 

adversaries. 

5. Recognize Adversary Sophistication 

• Attackers use DDoS-for-hire services with AI-driven targeting 

and obfuscation. 

• Threat actors mimic geolocation, spoof ISPs, and apply AI to 

automate reconnaissance. 

Time Stamps 0:49 – Introduction to the topic and guest: Richard Hummel 

2:03 – Richard’s unconventional journey from law to military 

intelligence and cybersecurity 

4:15 – Cybersecurity as a fulfilling and constantly evolving field 

5:37 – The multidisciplinary nature of cybersecurity and the importance 

of adaptability 
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7:46 – The shifting DDoS landscape: AI-driven automation, geopolitical 

targeting 

10:55 – Threat intelligence findings: Spike analysis using standard 

deviation across global DDoS traffic 

13:55 – Role of hacktivist groups like NoName057(16) and the 

gamification of attack platforms 

15:30 – AI misuse: snow gun vs. cannon – an Italian case of automated 

mis-targeting 

16:05 – Growing risk to critical infrastructure and resilience as the new 

imperative 

17:49 – Richard’s #1 recommendation: Prepare – no organization is 

immune 

19:50 – Best practices: Defense in depth, proactive testing, and user 

education 

23:18 – Dr. Chatterjee explains DDoS in simple terms and introduces 

the CPD (Commitment-Preparedness-Discipline) framework 

26:35 – Making the case for cybersecurity as a strategic opportunity, not 

a burden 

29:30 – Why complete immunity is a myth and the adversary's 

resilience 

31:10 – Case study: how attackers bypass traditional defenses using 

spoofing and carpet bombing 

33:55 – DDoS-for-hire platforms now offer “TCP Detect” – turn-key 

attack automation 

35:19 – Dr. Chatterjee emphasizes involving leadership in proactive 

security conversations 

38:45 – Final takeaway from Richard: embrace AI to stay ahead; fear 

leads to stagnation 

42:07 – Wrap-up and call to action for collective cybersecurity 
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responsibility 

42:43 – Closing credits 

Memorable 

Quotes/Statements 

 

Richard Hummel: 

“The adversary knows what we do. They know our thresholds. They 

innovate faster than we can react. So we must embrace AI to defend at 

the speed of threat.” 

Dr. Dave Chatterjee: 

“Cybersecurity is not a cost—it's a strategic opportunity. It’s about 

resilience, not immunity.” 

Richard Hummel: 

“You can’t plan for everything, but the right preparation will solve 80% 

of your cybersecurity problems.” 

Dr. Dave Chatterjee: 

“The CPD framework—Commitment, Preparedness, Discipline—helps 

shift cybersecurity from a reactive necessity to a proactive strategic 

advantage.” 

 


