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Disclaimer

Fair Use Notice and Disclaimer

This presentation deck may confain copyrighted material the use of which has not been
specifically authorized by the copyright owner. The fair use doctrine allows the presenter limited
use of copyrighted material without requiring permission from the rights holders, such as
commentary, criticism, news reporting, research, teaching or scholarship. It provides for the
legal, non-licensed citation or incorporation of copyrighted material in another author’s work
under a limited balancing test.

The material shall be used fo enhance public understanding of cybersecurity preparedness, as
such, the presenter believes this constitutes a fair use of any such copyrighted material as
provided for in section 107 of the US Copyright Law. In accordance with Title 17 U.S.C. Section
107, this presentation is distributed without profit to those who have expressed a prior interest in
receiving the included information for research and educational purposes. If you wish fo use
potentially copyrighted material from this presentation for purposes of your own that go beyond
fair use, you must obtain permission from the copyright owner.

Errors and Omissions Disclaimer

The information confained in this presentation is for general guidance only. The author/presenter
assumes no responsibility or liability for any errors or omissions in the content of this
presentation. The information contained in this presentation is provided on an "as is” basis with
no guarantees of completeness, accuracy, usefulness, or timeliness.
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Cybersecurity Journey - Authoring


https://hbsp.harvard.edu/product/BH994-PDF-ENG?Ntt=&itemFindingMethod=Recommendation&recommendedBy=IN1332-PDF-ENG
https://www.tandfonline.com/doi/abs/10.1080/10919392.2019.1568713?journalCode=hoce20

Cybersecurity
Journey -
Teaching



Cybersecurity
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Cybersecurity Journey — Talks, Webinars, & Interviews

Panelist, Computing and Electronics
Research Summit, BITS Pilani
March 31, 2022

Opening Guest, teisslalk LIVE Event
May 10, 2022

NetSPI Agent of Influence, Podcast Guest Project Ares by Circadence Webinar, May 2021
Sept. 2021



Cybersecurity Journey — Podcast Series

Completed 21 months in March 2023
47 Episodes
Over 5500 downloads

Listeners in 80 countries


https://www.dchatte.com/podcast/

Commitment-Preparedness-
Discipline (CPD) Framework



Joint
Ownership &
Accountability

Hands-On Top
Management

Empowerment

Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and
High-Performance Approach, SAGE Publishing, March 2021

Source: Chatterjee, D. The Cybersecurity Readiness Podcast Series

(https: //www.dchatte.com /podcast/)

“We are in it
together” Culture

Cross-Functional
Participation

Strategic
Alignment &
Partnerships

Sustainable
Budget



https://www.dchatte.com/podcast/

Respond and Recover

Incident Response Capability

Disaster Recovery Planning

Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and
High-Performance Approach, SAGE Publishing, March 2021

Source: Chatterjee, D. The Cybersecurity Readiness Podcast Series

(https: //www.dchatte.com /podcast/)

Identify
Organizational Role
Recognition
Cyber Risk Assessment
Asset Identification and
Prioritization

Preparedness

Detect

Detect Anomalies and Events

Protect

Access Control
Configuration Management
Securing Clients and Browsers
Securing Networks
Managing Removable Media
Data Security
Data Backup and Retention
Asset Maintenance
Awareness and Training
Business Continuity Planning



https://www.dchatte.com/podcast/

Penetration
Testing and
Red Team

Exercises

Security
Audits and
Drills

Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and
High-Performance Approach, SAGE Publishing, March 2021

Source: Chatterjee, D. The Cybersecurity Readiness Podcast Series

(https: //www.dchatte.com /podcast/)

Information
Security
Governance
Policy

Communication
and
Enforcement
of Policies

Discipline

Continuous
Monitoring

Continuous
Performance
Assessment

and

Improvement



https://www.dchatte.com/podcast/

Distinctive Characteristics

e Holistic Approach
o Technology alone will not mitigate information security risks.
o There are several pieces to the complex puzzle of cybersecurity management and technology is only one of them.

o Other success factors include committed leadership, robust governance procedures, and informed and motivated
personnel.

e Proactive, Long-Term, and Sustainability-Focused Approach

o Creating and sustaining a high-performance information security culture is key to helping organizations stay committed
to their cybersecurity goals and operate at a high level of efficiency and effectiveness for a sustained period.

e Research-Driven Approach

o Extensive research and analyses led to the identification of seventeen success factors that are associated with three
cultural dimensions: Commitment, Preparedness, and Discipline

Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and High-Performance Approach, SAGE Publishing, March 2021
Source: Chatterjee, D. The Cybersecurity Readiness Podcast Series (https://www.dchatte.com /podcast/)


https://www.dchatte.com/podcast/

Distinctive Characteristics

Pragmatic and Comprehensive Guide

Intuitive and Easy to Follow

Guiding Questions for reflection, self-assessment, and validation

Numerous Vignettes and Cases to illustrate the applicability and value of the framework

Cybersecurity Readiness Scorecards - An Organizational Self-Assessment Tool

Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and High-Performance Approach, SAGE Publishing, March 2021
Source: Chatterjee, D. The Cybersecurity Readiness Podcast Series (https://www.dchatte.com/podcast/)


https://www.dchatte.com/podcast/

What needs to change?

e Mindset

o

Consider the cyber attack epidemic to be a strategic opportunity

o Treat cybersecurity as a strategic competency/capability

o

Everyone has a role to play in securing the organization

e Approach

o

o

o O O O O

O

Be proactive

Be prepared

Continuously monitor and make adjustments

Promptly act on the intelligence received

Continuous training

Don't outsource cybersecurity governance; actively engage and manage
Be truly committed to protecting confidential and strategic assets

Go above and beyond the Check-the-Box approach to cybersecurity compliance

Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and High-Performance Approach, SAGE Publishing, March 2021
Source: Chatterjee, D. The Cybersecurity Readiness Podcast Series (https://www.dchatte.com /podcast/)


https://www.dchatte.com/podcast/

Learn more about Dr. Dave Chatterjee

Book
Cybersecurity Readiness: A Holistic
and High Performance Approach

Podcast
The Cybersecurity Readiness Podcast

Website
https: //www.dchatte.com/

Email
dchatte@gmail.com
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https://www.amazon.com/Cybersecurity-Readiness-Holistic-High-Performance-Approach/dp/1071837338
https://www.amazon.com/Cybersecurity-Readiness-Holistic-High-Performance-Approach/dp/1071837338
https://www.dchatte.com/podcast/
https://www.dchatte.com/
mailto:dchatte@gmail.com

Thanks for attending!
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Dr. Dave Chatterjee, PH.D. Marcos Lira
Author, Podcast Host, Professor Senior Solutions Consultant
https://www.linkedin.com/in/dchatte/ https://www.linkedin.com/in/mhlira/
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